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Health Information Exchanges 

Legislative History 
  
• In February 2009, President Obama signed the Health Information Technology for 

Economic and Clinical Health (HITECH Act). 

   

• HITECH created the State HIE Program to “facilitate and expand the secure, 
electronic movement and use of health information among organizations according 
to national standards.” 

 

• The Act called for the creation of the Office of the National Coordinator (ONC) for 
Health Information Technology.  The ONC is responsible for overall strategic 
direction and policy related to health information technology. 

 

• Part of ONC’s strategic goals are: 
o The adoption of health information technology on a broader scale 
o The promotion of nationwide health information exchange 
o The achievement of health information technology interoperability 

  



What is a HIE? 

 
• A Health Information Exchange (HIE) is a way in which 

hospitals, doctors, nurses, pharmacists, and other health 

care professionals can appropriately access and securely 

share a patient’s health information electronically. 

 

• Some of the goals of allowing the electronic sharing of 

medical information are: 

o Decreasing duplicate testing 

o Improving diagnoses 

o Avoiding medication errors 

o Avoiding readmissions 



What is a HIO? 

 Not a Hole In One. 

 Most current efforts for health information exchange are 

regional health information organizations (RHIO).   

 A regional health information organization (RHIO) is a health 

information exchange organization (HIO) that brings 

together health care stakeholders within a defined 

geographic area and governs health information exchange 

among them for the purpose of improving health care in that 

community.  

 Some Missouri examples – LACIE, KHIN, Missouri Health 

Connection (State HIE) 

  



Missouri Exchange  

• Most states have created a state sponsored exchange 
using federal grant funds 

• In Missouri, the exchange is Missouri Health Connection.  

• Missouri Health Connection(MHC) is a nonprofit 
organization that operates Missouri's statewide health 
information network. 

• Established in 2009, MHC's mission is to enable Missouri 
healthcare providers - from small, rural clinics to large 
hospital systems - to securely share a patient's medical 
data.  

 

 

. 

 



Three Functions or Methods of a Health Information 

Exchange  (from healthit.gov) 

 Directed Exchange – ability to send and receive secure 

information electronically between care providers to 

support coordinated care (secure e-mail or messaging) 

 

 Query-based Exchange – allows providers to find and/or 

request information about a patient from other providers 

(use for unplanned or crisis care) 

 

 Consumer-Mediated Exchange – ability of patients to 

aggregate and control the use of their health information 

among providers (like a Patient Portal) 



Directed Exchange 

 This exchange is used by providers to easily and securely send 

patient information such as lab orders and results, referrals, and 

discharge summaries, directly to another health care 

professional.   

 

 Information is sent via an encrypted, secure, and reliable way 

(similar to sending a secured e-mail message).   

 

 Example – a primary care provider can send electronic care 

summaries which include medications and lab results to a 

specialist when referring the patient.   
  



Query Based Exchange  

 This exchange is used by providers to search and 

discover accessible clinical sources of information 

about a patient.  May be used when delivering 

unplanned care. 

 

 Example – ER physician may access patient 

information, such as medications and radiology images, 

in order to avoid adverse medication reactions and 

duplicative testing.   



Consumer Mediated Exchange (like a Client Portal) 

 This exchange provides patients access to their health 

information allowing them to manage their health care online 

similar to how they might manage their finances through 

online banking.  

 

 Some examples are: 

o Patients can correct wrong or missing health 

information 

o Identify and correct incorrect billing information 

o Track and monitor their own health 



HIE and Meaningful Use 

 In 2010, the Centers for Medicare and Medicaid Services (CMS) 

implemented the EHR Incentive Program in support of EHR and 

HIE adoption. 

   

 The EHR Incentive Program offers incentive payments to eligible 

professionals and hospitals that adopt and demonstrate 

Meaningful Use of certified EHR technology.   

 



HIE and Meaningful Use Continued 

• Stage 1 Meaningful Use - focused on data capture of 
patient service information (e.g. % of client services, % of 
prescriptions, % of discharges had to be electronically 
captured). 

 

• Stage 2 Meaningful Use criteria, (passed by CMS in 2012 
and effective in 2014), calls for the electronic exchange of 
lab results, care summary exchange, electronic prescribing 
– all of which make HIE participation more relevant. 

 

 



HIE Challenges 

 Funding and Expenses (start-up expense and ongoing 

monthly fees) 

 

 Time Considerations and Competing Priorities (training 

and use of HIE) 

 

 Adequate Support and Interface from EHR and HIE 

vendors 

 

 Multiple HIOs serving one region, city, state or states 



Utilization of HIEs 

 In 2014, it was reported by a survey of the American Hospital Association, 

that 23% of hospitals nationwide were able to find, send, receive and use 

(means integrate) data electronically from outside their hospital system. 

 

 However, only 41% of hospitals surveyed in 2014, had the necessary clinical 

information available electronically from outside providers or sources. 

 

 More importantly, 75% of acute care hospitals in 2014, reported that they 

electronically exchanged lab results, radiology reports, clinical care 

summaries, or medication lists with outside ambulatory providers and/or 

hospitals.   

 

 Barriers hospitals cited were – limited capability of exchange partners to 

receive info electronically due to lack of an EHR, cumbersome workflow to 

send info from the EHR systems, and the additional costs of an exchange. 



What does exchanged data look like? 

 Commonly, one will view a CCD – Continuity of Care 

Document.  The CCD is an electronic document exchange 

standard for sharing patient summary information. 

Summaries include the most commonly needed pertinent 

information about current and past health status in a form 

that can be shared by all computer applications, including 

web browsers and EHRs. 

 

 The CCD contains some patient demographics, lab tests, 

visit history, medications, problem list, vitals, histories, 

immunizations, and allergies.   

 

 An example of a CCD 
  



How does one “exchange” health information on an HIE? 

 Just because an organization joins an HIE, does not mean that health 

information is exchanged automatically.  The organization must “allow” 

such information to be transmitted electronically from its EHR – 

exchange start date. 

 

 The organization may query or search for health information on the 

exchange. 

 

 Also, the organization may receive an “Alert” when a particular person 

has accessed services from another health care provider. 

 

 All of these require some technology configuration between the EHR 

vendor, the healthcare provider, and the HIO.  All of these have some 

type of legal considerations. 

  



Some Legal Implications 

 Patient Notice and Consent - Opt In or Opt Out Requirements 

 Patients must be given notice of the provider’s participation in an HIE or RHIO. 

 

o States may have Opt In or Opt Out laws or rules regarding Patient Consent or may be silent 

on this question. 

 

o With an “opt-in” method, patients are notified that their provider is joining an HIE, and each 

patient must express his/her authorization to take part in the HIE program or RHIO in order to 

become enrolled. Usually, a consent form is presented to patients, which they sign and 

return to participate in the network. 

 

o With the “opt-out” method, patients are notified that their provider is joining an HIE, and 

informed that unless they formally and explicitly request to be excluded, they’re 

automatically enrolled. Following notification, their health information becomes 

exchangeable through the program. 

 

o Hybrid Options – like “opt-out” with exceptions 

 

 



Legal Implications Continued 

o If there are no explicit state laws or rules regarding Opt In or Opt 

Out, it is up to the provider to decide what its practice will be.   

 

o Whichever approach is taken, the provider should emphasize its 

privacy and security policies in the notification material given to 

patients. 

o Patients are free to change their mind about “Opt-in” or “Opt-

out.” 



Some Questions about Opt-In and Opt-Out 

 If Opt In is chosen or required, does it require patient consent every time a 

piece of health information will be shared on the HIE (e.g. new visit, new 

medication, new lab result)?  Massachusetts says it does.   

o Benefits: Shows great deference to client consent and protection of 

client health information.   

o Drawback: Creates an admin burden to ask for client consent for 

every additional piece of health information to be shared. 

 If Opt Out is chosen, does it require patient consent to opt out every time a 

new piece of health information may be available on the exchange?   

 What health information should or may be consented to be shared?  May 

be Opt-Out with Exceptions 

 Some providers have decided, even in an Opt Out method, to restrict 

sharing of personal health information that is specially protected, such as 

the results of HIV tests; behavioral health treatment notes, and substance 

use treatment information. 

  



Federal Government Rules 

 HIPAA Privacy Rule provides some guidance on the consent method utilized.  

Some excerpts from the federal Office of Civil Rights on Individual Choice and 

the HIPAA Privacy Rule. 

o Covered entities may, for example, utilize the consent mechanism to obtain an 

individual’s consent prior to making any disclosure of PHI to or through HIO. 

  

o Alternatively, covered entities may obtain consent in a manner that limits electronic 

health information exchange disclosures on a more granular level. For example, a 

covered entity could obtain consent for disclosures for certain purposes, for 

disclosures to certain categories of recipients, or for exchanges of certain types of 

information (such as information that may be considered particularly sensitive).  

 

o In addition, consent may be obtained either once or on a regular basis.  



Federal Government Rules Continued  

 CMS issued its final rule on sharing health information between CMS and an ACO 

– Accountable Care Organization.  CMS adopted the Opt-Out Method.   

o “An opt-out approach is used successfully in most systems of electronic 

exchange of information because it is significantly less burdensome on 

consumers and providers while still providing an opportunity for 

caregivers to engage with patients to promote trust and permitting patients 

to exercise control over their data.” See 76 Fed Reg. 19560 (2011).” 

o Note this is one approach between an ACO and a federal payer Medicare 

through CMS. 

 



State Approaches 

 Oregon has chosen the Opt-Out approach with certain 

info not to be shared without individual consent 

(HIV/AIDS and substance use). 

 

 Maryland has chosen an Opt-Out approach for its 

statewide HIE. 

 

 Rhode Island has chosen an Opt-In approach. 

 

 North Carolina allows Full Opt-Out, Opt-Out Provider (e.g. 

particular doctor), Opt-Out Organization (e.g. Hospital) 
  



Substance Use Health Information 

 42 CFR Part 2 forbids the disclosure of individual substance 

use treatment information without the explicit consent of the 

individual. 

 Even if person gives consent for disclosure, 42 CFR Part 2 

prohibits re-disclosure without express consent of the 

individual.  A general written authorization for the release of 

medical information is NOT sufficient. 

 Breaking the Glass – May access substance use records in 

an HIE in an emergency and the person cannot consent. 

 Question – if someone has a secondary diagnosis of 

substance use but no treatment for it, can their records be 

released to the HIE based on a general consent? 
  



  

 Written Business Associates Agreements 

 
o These are generally not required to engage in an HIE but 

may be an addendum to the contract which the 

organization signs with the HIO. 

 

o Should be utilized by RHIOs who are sharing patient health 

information with other RHIOs. 

 

o Should be utilized if there is a Direct Exchange or specific 

client groups to be searched or part of an alert system. 
  



Missouri  

 

 Missouri has been silent on whether the statewide 

HIE approach is Opt-In or Opt-Out.   

 

 Missouri Health Connection using an Opt Out form 

similar to Oklahoma’s. 

  



Types of Exchanges to Consider 

 

 Exchanges between HIOs/RHIOs and/or HIEs (should have 

a BAA) 

 

 Exchanges between ACOs and Payers (e.g. Medicare)  

 

 Direct Exchanges between facilities or providers (BAA and 

what type of consent?) 

 

 Admission, Discharge and Transfer (ADT) Alerts via Direct 

Exchange 



Operational Items to Consider in Deciding Whether to Join 

an RHIO/HIE 

 Staff Time Commitment 

 Cost of HIE Participation 

 

 Potential Benefits of Joining (e.g. enhanced care 

coordination) versus Competing Priorities (e.g. ICD-10, 

Meaningful Use, EHR Upgrades) 

 

 EHR Vendor Capabilities and Support for HIE efforts 



Operational Items to Consider Once Decision Made to 

Participate in a HIE 

 Which RHIO/HIE will my organization join? 

 What will our written notice document contain? 

 What type of consent will we utilize (Opt-In or Opt-Out)? 

 What health information will we readily share with the HIE and which 

will we not share? 

 How do we give notice and obtain consents on current open clients and 

how do we give notice and obtain consents on new clients going 

forward? 

 



Operational Issues to Consider - Continued 

 Do we want to do a Direct Exchange or Alerts with certain 

providers?  If so, for what purpose?  For certain client 

population (e.g. Health Care Home or Hospital Diversion) 

or for certain medical services (e.g. Emergency or 

Inpatient)? 

 Will HIE participation assist us in moving toward more 

new reimbursement models that require more 

accountability and alignment of incentives? 



Documents to Have in Place 

• Contract with Regional HIO or HIO 

• BAA with Regional HIO or HIO 

• Written Notice of Participation in the HIE 

• Consent Explanation and Form (Opt-In or Opt-Out) 

• CCD Example if requested by client 
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